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1. Abstract 

Android System is a mobile open-source operating system (OS), 

developed by Google, utilized by a large community of users from around 

the globe [1]. Due to its free and vast ecosystem, users with good 

intentions as well as criminals have taken advantage of the OS, 

unfortunately, implementing malicious attacks on many of Android’s 

vulnerable applications [2]. Because of security risks and exposures 

facing Android OS, the primary concern has been exploring methods that 

enable Android to remain open-source and sustain a high level of 

security. As a result, this research investigates the recent vulnerabilities 

and security risks of Android System, in addition, utilizes one of 

vulnerabilities explored (CVE-2014-3500) to design and conduct an attack 

via application on Android mobile device. Essentially, this study will 

produce familiarity with how Android System security is approached 

and operated to keep the operating system secure for its users. 

2. Introduction 

Android System is an ever-growing open-source operating system (OS), 

made by Google, that is being applied through multiple devices such as 

tablets, mobile smart phones and a host of other manufacturers [1]. With 

this free environment application developers and users have the 

opportunity to learn how Android System functions and generate their own 

productive applications using Android Development Tools, with the benefit 

of reaching a large audience [2][3]. However, such an environment has not 

only attracted users with good intentions, but also criminals whose 

intentions are is to inflict harm or damage to users via Android’s vulnerable 

applications. 

Approaching the security risks and vulnerabilities in this research study 

highlight how Android System can continue as an open-source system and 

remain secure despite the threat of malicious attacks. 

 

  

3. Objective 

 Investigate recent vulnerabilities of Android System that have led to 

its security breaches  

 Design and conduct an attack using one of the vulnerabilities 

explored  

 Obtain familiarity with the approach to securing Android System 

software for its users 

 

5. Methodology 

6. Conclusion 

 Gained knowledge of approach to combating challenges rendered by vulnerabilities in Android System applications 

 Designed an attack using vulnerability CVE-2014-3500, Apache Cordova 3.5.0-0.2.1, and Android Studio (view Figure 2) 

  Investigated and reported recent vulnerabilities and security risks facing Android System 

 Assumed the role of “attacker” and learned how to perform malicious attacks using Cross-Site Scripting (XSS) and Cross-Site Request Forgery 

(CSRF) methods 

7. Future Work 

 Implement correct and effective Java code into the malicious 

application that will change homepage and communicate with 

Apache Cordova framework application 

 Conduct successful attack using the vulnerability identified in 

Figure 2 

 Perform future attacks on Android System using the latest Android 

vulnerabilities reported 
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Fig. 3: Overview of CVE-2014-3500 

4. Tools 

 CVE (Common Vulnerabilities and Exposures) databases: 
 

 

 

 Android Studio (includes IDE, SDK tools, 5.0 emulator system 

with Google APIs, Nexus 4 APK, Android 5.0 (Lollipop) Platform):  

 

Fig. 1: Primary tools utilized 

Fig. 2: Research method 

Research flow of methodology: 1. Develop abstract knowledge of how to perform a malicious attack 2. Research Android System’s recent 
vulnerabilities using CVE tool and generate report 3. Identify vulnerability for malicious attack 3. Design attack and explore code 4. Conduct 

malicious attack using vulnerability 
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